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I. Chair’s Announcements, Approval of Minutes, Discussion

UCACC Chair Jenson Wong talked briefly about UCACC’s role in shared governance at UC and the
responsibility of UCACC members as representatives of their campus constituents. UCACC members
bring topics to share, and information is conveyed back to local committees.

e MFA and EDR Draft Standards review

It was noted that UCPath issues motivated the more restrictive multi-factor authentication (MFA)
mandates. Communication around changes and additional security requirements needs to happen
early and often. The administration should understand that some faculty may be out of touch with the
university for weeks at a time.

The main question around the endpoint detection and response (EDR) standards was the meaning of
“relevant data.” It was later clarified that it means data relevant to that alert. Another major concern is
the requirement for end-point detection on personal devices that connect to UC networks.

UC Santa Cruz representative Jerome Fiechter shared draft EDR questions for a FAQ. These will be
circulated again after the meeting for input from committee members and perhaps a recommendation
to be adopted for a systemwide FAQ.

Action taken: Meeting minutes from December 13, 2024, were approved.

Il. Consultation with UCOP - California Digital Library (CDL)

Gunter Waibel, the Associate Vice Provost and Executive Director of the California Digital Library
(CDL), joined the meeting to introduce an issue concerning publisher license agreements that restrict
the ability of researchers to perform Al text and data mining. One major publisher has started to
require permission for any text and data mining, which UC considers fair use. The CDL, which
maintains all digital licenses for the UC system, is concerned about the chilling effect caused by
barriers to open research.

Action: UCACC members are asked to talk to their local committees and colleagues to find out if
anyone is impacted by this.

Ill. Consultation with UCOP - Information Technology Services
Van Williams, Vice President, UC Chief Information Officer

Monte Ratzlaff, Cyber-Risk Program Manager

April Sather, UCOP Chief Information Security Officer



e Outcomes from Special Assembly Meeting (Feb. 13)

The Special Assembly Meeting on February 13" brought attention to the need for better
communication on the campuses about actions being taken in response to the Presidential
information security mandate. Although the ClOs and Chief Information Security Officers (CISOs)
share information, each location makes their own plan. Campus administrators should be consulting
with local faculty IT committees and/or executive councils to be sure that knowledge is exchanged.

The Academic Senate is still awaiting a response from President Drake to its message sentin June
2024. [Letter received March 7, 2025.]

A couple of campuses still need to clarify the classification of Unit Head as it relates to President
Drake’s cybersecurity mandate. One possibility might be to specify that only senior management
group (SMG) members can be unit heads. The overarching idea is to ensure that unit leaders
understand and comply with required security measures. Because insurance premiums are assessed
at the campuses, the campuses have some flexibility.

There is a great need for clarifying and explaining endpoint detection and response (EDR) and how it
works. A user-level FAQ that includes information on what data is collected, who can view it, and how
long it is stored would be welcomed. VP Williams noted that he is working on a communication
strategy. Members requested that the FAQ and other communications be as specific as possible in
describing what data is retained, including that data that not related to the security incident is not
collected. Examples or use cases would help illustrate.

The discretion to make exceptions to cybersecurity requirements on an individual basis is generally at
a high levelin the IT hierarchy. Local CISO teams are discussing, and while some have indicated that
there is no room for exceptions, exclusions are built into the standards by default.

In further discussion, UCACC members learned that IT admins have specific roles in the cybersecurity
chain. Local security teams see a console with certain indicators. Staff does not see actual files
related to a security incident, but rather the information goes to a central monitoring system. The
UCOP team is supposed to make sure there is follow-up. Faculty should be aware that the data
security provisions in UC’s Electronic Communications Policy (ECP) also govern security data and
access to security data.

Regarding BYO (“bring your own”) devices, the administration would prefer that security be risk-based
and that there be proper controls for anyone working with P3 and P4 data, which includes student
data. This raises the question of how to mandate and ensure that itinerant populations like TAs have
the proper software. Loaner laptops was floated as one potential solution that might work in some
cases.

e UCPath security controls

UCOP Chief Information Security Officer April Sather joined the meeting to talk about the MFA
“hardening” requirements for UCPath. More stringent controls are being applied due to specific
instances of direct deposit fraud, the first of which happened in November 2023. There have now been



15 incidents impacting 36 employees across seven locations, for a total financial loss of $150,000.
Currently, UCPath staff are personally contacting anyone who makes changes to their direct deposit
account to verify every change. While the origin of the fraud has been via phishing, instituting greater
authentication controls at the point of log-in should help to prevent account tampering.

UCACC members asked about the step of mandating controls locally for a shared university resource.
Because of the potential amount of money at stake, there is a need to mitigate risk. Members also
asked whether network monitoring has prevented the phishing attempts from getting through. It was
noted that phishing attempts also come through SMS.

Due to lack of time in the meeting, additional information on UC cyber metrics, the Cyber Risk
Governance Committee’s latest meeting, and the Regents’ cyber risk update were sent after the
meeting.

IV. Senate Leadership Updates
Academic Council Chair Steven Cheung and Vice Chair Ahmet Palazoglu joined the meeting to
discuss current issues facing the Academic Senate.

Faculty discipline. In the wake of last year’s campus protests, the Regents have directed UC to review
its policies and procedures around faculty discipline. Ajoint ad-hoc committee of faculty and
administrators had already been convened to review sections 015 and 016 (faculty code of conduct
and the administration of discipline) of the Academic Personnel Manual (APM) and so the same group
will be used to respond to the Regents. The results will be discussed at the May Regents meeting. The
group is reviewing whether changes are needed to the Privilege and Tenure processes. Three Regents
will also be involved in the deliberations of the ad-hoc group.

Budget. The budget outlook for California is not good. Between tax revenues and wildfires expenses,
there will likely be cuts to UC’s budget.

White House executive orders. As the federal landscape changes on daily basis, the latest concernis a
“Dear Colleagues” letter that threatens DEI programs and related efforts. Chair Cheung has proposed
convening a joint faculty and administrative group to try to address what actions the university could
take on issues including funding, research, DEI, community safety, and healthcare delivery. The charge
for this group is currently being reviewed by Provost Newman. In response to a question about whether
the university will be able to provide supportin filling funding gaps if grants are curtailed, Chair Cheung
noted that UC does not have the resources.

Assembly of the Academic Senate. The Assembly of the Academic Senate has held both regular and
special meetings. In addition to cybersecurity, the other two issues raised for the special meeting in
February were timing of faculty salary increases and rise of healthcare premiums. In response,
UCOP’s Academic Affairs provided analyses of salary increase rate and impact that showed no loss
due to an October versus July salary increase date. The administration claims that extra time is
needed due to the complexity of some faculty pay structures. UC Human Resources staff explained
the rationale around healthcare premiums and agreed that cost spikes need to be contained. The vice
president acknowledged the issues and pledged to improve communications. The prospect of a
systemwide academic calendar motivated a call for a second special Assembly meeting, which will be
held in March. At this meeting, the Assembly is also requested to vote on a motion asking that
administrators receive salary adjustments at the same time as the faculty (October rather than July).



Systemwide Academic Calendar. The prospect of a systemwide academic calendar will be discussed
by the Regents in July. Feedback from Senate committees on the draft report issued by the APC
Workgroup on Systemwide Calendar is due by mid-May. At the latest Academic Council meeting,
President Drake said there is no hard deadline for making the change.

Campus Senate Issues. Avote of no confidence for President Drake was recently passed at UC Davis.
There is a “memorial” from UCSF to make changes to Academic Senate membership that is currently
out for a vote at all divisions.

Senior leadership searches. The Academic Advisory Committee for the presidential search reviewed
250 prospects and proposed 30 top choices. The list alighed with Regents’ committee’s picks.

Chancellor searches at UC Santa Barbara and UC Riverside are underway and should be completed
by summer.

V. Reports from other committees

e UC Al Council update (Duygu Tosun-Turgut)

The UC Al Council has released an annual report that documents its work of the past year, including
the launch of the UC Al website and development of training materials. The Risk Assessment
subcommittee has drafted and pilot-tested guidelines that include a decision-tree and consideration
of privacy aspects. While administratively focused, a transparency report based on systemwide survey
and interviews is also available. Discussions around use of generative Al in education.

e Faculty Al Workgroup update (Lisa Yeo & Igor Mezic)

The Faculty Al Workgroup (and others around the system) are interested in discussing “home-grown”
LLM options for UC. It was noted that the easiest way at this point would be to take an open-source
model and put it on UC servers. But UC likely lacks sufficient CPU resources. There are doubts around
licensing of commercial models, which seems to be the way UC is headed. The success of UCI’s initial
effort with ZotGPT is unclear. UCSF uses Versa (OpenAl), while UCSD’s TritonGPT uses Meta’s LLaMA
model.

A subgroup is considering issues around research, such as the use of Al for research and proposal
writing, research privacy, and how Al might be used to enhance interdisciplinary work. Disclosure
about Al use will be key for assessment metrics.

A subgroup focusing on data stewardship is working on preliminary principles and structured
recommendations.

Committee members asked questions about accuracy of Al systems, knowing how to give appropriate
credit when Al has been used, data privacy, and disclosure issues. The Faculty Al Workgroup is still
surfacing questions at this point. A draft report is expected in May.

Committee members are interested in exploring ways to ensure that faculty have a voice in decisions
around the acquisition and use of Al tools on campus and consider how to maintain high standards of
scholarship in the face of increasing Al adoption. Representatives can help to disseminate information
locally by communicating with campus constituencies.



VI. Member/Campus Issues and Committee Round-Robin

UCACC members discuss the relevant academic computing and communication topics from their
divisional committees and campuses. Student representatives may report student concerns as well.

UC Berkeley: UCB is segmenting its network, which means that connecting to the various network
segments will involve certain credentials. The impetus was the systemwide mandate for increased
cybersecurity, but also a local desire to enable the isolation of resources that are highly sensitive. The
higher security levels come at significant cost. The CIT (local committee) is sending letters to the
Divisional Council regarding the need for sufficient data storage for faculty and about ransomware. UC
Berkeley faculty can submit technology upgrade proposals to be selected for funding.

UC Riverside: Some faculty have convened to discuss concerns about the systemwide cybersecurity
mandate, but the campus response seems low-key. The campus uses Ninja-One in addition to Trellix,
which extends into endpoint management rather than just monitoring. There are concerns about
Trellix data vulnerability. UCR has a short-term suspension of endpoint management requirements for
personal devices. The CIO acknowledges that personal devices are a challenge and wants to continue
to work on how to best protect the networks.

UC Davis: Communication between the IT administration and the faculty IT committee continues to be
an issue. Faculty have concerns about the campus information security investment plan, but have
little information. If EDR is universally installed there will be a backlash from some faculty. The
committee is discussing email forwarding issues; it was found that 30% of university email is
forwarded to external accounts, which is a security concern. The rollout of a Duo update came very
late to the UC Davis community. The local committee is also discussing data ownership and
stewardship responsibilities.

UCLA: Campus IT administrators went ahead with Trellix and other cybersecurity controls and are now
assessing the process to make improvements. UCLA licensed OpenAl, which some feel may not have
been in the best interest of students and faculty. UCLA is struggling with the same Google storage
issues as the other campuses, with faculty receiving communications about needing to drastically
reduce storage. The local committee is reviewing its charge and meeting schedule. With the rapid
pace of technological change, four meetings per year can make true consultation with IT
administrators a challenge.

UC Irvine: The local committee is discussing issues similar to UCLA and the other campuses,
including being blindsided by implementation of IT solutions in the midst of deliberations. Trellix and
other software solutions were deployed. There was an issue with whole disc encryption and Windows
10.

UC Merced: The UCM CIO consulted broadly with faculty regarding cybersecurity controls and training
requirements. Mandatory training notification is now incorporated into the campus sign-on. UCM went
from 88% to 99% cybersecurity compliance from October to February. There is a new staff member
working on IT accessibility. UC Merced’s faculty IT committee is an administrative advisory committee,
although there is a formal charge with the Senate. Holding only three meetings per year, the faculty
could use improved connections to research computing decision-making.

UC San Francisco: Issues for the local committee include UCPath security update, various local Al
initiatives from both a campus and medical perspective. Web developers are moving to having less



information on webpages to enhance security. Faculty receive frequent emails warning about
phishing.

UC Santa Barbara: Both the CIO and director of research IT join the local committee meetings.
Financial management modernization, information security, time-keeping refresh, and UCPath
roadmap have been major themes. A General Research IT (GRIT) group is setting up GPU sandbox for
in-house development across campus.

UC Santa Cruz: The committee drafted a set of questions for a FAQ about EDR that was shared with
UCACC members to provide feedback. UCSC has a budget deficit and now funding is being put toward
the security mandate rather than updating old computing resources. Other IT services may be
eliminated as well. To get to full compliance, the campus will enforce through personnel actions. The
local committee is concerned about lack of information being provided about a new automated
license plate reader system. UCSC also reviewed its Google storage usage, which revealed that two-
thirds of usage was alumni.

Graduate student (UCR): Students can now use MFA on a mobile app or desktop.

Undergraduate student (UCLA): UCLA student Aatmi Mehta is also a student representative on the
Systemwide Academic Calendar Workgroup. She is a UC Advocacy Network (UCAN) Student
Ambassador, and will report back on her trip to Washington DC at the next meeting.

VII. Systemwide Review Items - Not discussed.

Meeting adjourned: 2:30pm.
Meeting minutes drafted by Joanne Miller, UCACC Committee Analyst
Attest: Jenson Wong, UCACC Chair

Meeting participants:

Jenson Wong (Chair, UCSF), George Porter (Vice Chair, UCSD), John Kubiatowicz (Berkeley), Jeremy
Mason (Davis), Paul Gershon (Irvine), Irene Chen (UCLA), Lisa Yeo (Merced), Ilya Brookwell (Riverside),
Barry Grant (San Diego), Duygu Tosun-Turgut (San Francisco), Igor Mezic (Santa Barbara), Jerome
Fiechter (Santa Cruz), Katia Hatem (Graduate student, UCR), Aatmi Mehta (Undergraduate student,
UCLA), Steven Cheung (Academic Council Chair), Ahmet Palazoglu (Academic Council Vice Chair),
Gulnter Waibel (Associate Vice Provost and Executive Director of the California Digital Library), Van
Williams, Vice President (UC Chief Information Officer), Monte Ratzlaff (Cyber-Risk Program
Manager/Interim CISO), April Sather (UCOP Chief Information Security Officer), Joanne Miller
(Committee Analyst)



